
 
 

 

Guide to GDPR in relation to employing people 
 

The General Data Protection Regulation (GDPR) is a change in focus from regulating high risk data 

processing activities to improving data security in more routine matters. As an employer, you will 

need to review how you collect, hold and process personal data, as well as how you communicate 

with individuals about that activity. 

The regulation emanates from the European Union (EU) and the UK government has committed to 

its implementation, irrespective of Brexit.  It becomes effective from 25 May 2018. 

The GDPR’s data protection principles are similar to those under the DPA. You must be able to 

demonstrate that any personal data you handle is: 

 processed lawfully, fairly and transparently 

 collected for specified, explicit and legitimate purposes 

 adequate, relevant and limited to what is necessary 

 accurate and kept up to date where necessary 

 kept for no longer than is necessary where data subjects are identifiable 

 processed securely and protected against accidental loss, destruction or damage. 

What will change under the GDPR? 
Consent: There is a new requirement for ‘clear affirmative action’ and an end to pre-ticked boxes 

and bundled consents used particularly in marketing. Under the GDPR, you will need to demonstrate 

in each instance that employees were: 

 informed of the purpose and use of their personal data 

 given a clear explanation of how it will be treated. 

Transparency: You must provide more information on what data is held and what you do with that 

data, both for those inside the organisation, such as employees, and those outside it, such as 

customers, clients or candidates. 

Lawful Processing: As an employer, you may process personal information lawfully for a number of 

reasons, including in order to: 

 perform an employment contract (eg, holding bank details to pay people)  

 comply with a legal obligation (eg, holding passport details to prove right to work) 

 protect the employee’s or another individual’s vital interests (eg, holding medical data for 

reference for health emergency) 

 carry out a task in the public interest, or in exercising official authority vested in the 

employer (eg, holding employment data for future references) 

 protect the legitimate interests of the employer or a third party, except where this is 

overridden by the interests or rights of the employee (eg, holding sickness absence 

information) 



 
 

 

Access rights: Data subjects, including employees, will have the: 

 right to be informed about the processing of their personal data 

 right to rectification if their personal data is inaccurate or incomplete (requests to amend 

data will normally have to be processed within one month) 

 right of access to their personal data and supplementary information, and the right to 

confirmation that their personal data is being processed 

 right to be forgotten by having their personal data deleted or removed on request where 

there is no compelling reason for an organisation to continue to process it (again employers 

will have to respond without undue delay and within one month of the request) 

 right to restrict processing of their personal data, for example, if they consider that 

processing is unlawful or the data is inaccurate 

 right to data portability of their personal data for their own purposes (they will be allowed 

to obtain and reuse their data) 

 right to object to the processing of their personal data for direct marketing, scientific or 

historical research, or statistical purposes. 

Privacy by design and default:  You must build appropriate privacy requirements into day to day 
operations. 

Accountability: You will have to demonstrate compliance to regulators (Information Commissioner’s 
Office - ICO) on an ongoing basis and maintain records. 

Breach notifications:  New express obligations to notify ICO and affected individuals in the event of 
certain data privacy breaches. 

Sanctions: The power for regulators to issue fines for up to €20m or 4% of worldwide turnover, 
(including substantial fines for administrative breaches). 

Personal and sensitive personal data 
Personal data is any information relating to a person who can be identified, directly or indirectly, 

either by an ‘identifier’ (a new concept under the GDPR) such as their name, or an identification 

number, or by location (also new for GDPR) or online data, or through factors specific to the 

physical, physiological, genetic (also new), mental, economic, cultural or social identity of that 

person. 

Under the GDPR, it will be legitimate to process ‘sensitive personal data’ where necessary to carry 

out an employment contract or collective agreement obligation.  For example, to carry out criminal 

record checks when recruiting for a role which involves working with children or vulnerable adults or 

to processing medical records where necessary for preventative or occupational medicine, assessing 

working capacity, or confirming medical diagnoses. 

Compliance with GDPR 
You must demonstrate compliance with the data protection principles and will have to: 

 ensure and demonstrate compliance (for example, staff training on internal data protection 

policies, auditing processing activities, and reviewing HR policies) 

 document data processing activities 



 
 

 

 ensure someone has responsibility for data protection within their role or appoint a data 

protection officer (DPO) where appropriate 

 only collect personal data that is adequate, relevant and necessary 

 remove names from data (anonymisation) or use data encryption to anonymise it 

(pseudonymisation conceals identities but allows them to be recovered) 

 be open with employees about processing their data and allow them to monitor that 

processing 

 improve data security features 

 identify and limit any detrimental effects of data processing on individual privacy. 

Data subject access requests (SARs) 
The current £10 fee will disappear. You must respond to a SAR without ‘undue delay’ and within one 

month (although this can be extended by up to two months for particularly complex requests).  

The first copy of a SAR response must be provided free of charge, although you can charge a minimal 

fee for additional copies, and the data must be provided in a structured, commonly used and 

machine-readable format.  

What should I be doing? 
1. You should carry out an audit to identify any data protection risk areas and create an 

Information Asset Register (see template in appendix 1).  Identify: 

 what personal and sensitive personal data is obtained from employees and candidates 

 how and where that data is stored, accessed and used, and the legal basis for collecting, 

storing and processing it – do you really need it? 

 what data is shared with third parties 

 what kind of monitoring of employees takes place and where. 

2. Decide how long you keep information about an employee and candidate. We recommend up to 
12 months for unsuccessful candidates, and at least 7 years for previous employees  

3. Put processes in place to remove personal and sensitive data that is no longer required on a 
regular basis 

4. Review your recruitment processes and template documentation to ensure they are compliant 
and include standard sentences to ensure candidates are kept informed – sample sentences in 
appendix 2. 

5. Review your employee privacy notices to ensure they meet the new requirements – sample 
templates in appendix 2. 

6. Ensure that personal and sensitive data is stored in a safe place (eg, under lock and key, 
encrypted online location or in cloud based software which is hosted within Europe) 

7. Ensure someone has responsibility for data protection within their role. For SMEs, this is most 
likely to be the General Manager, Office Manager or Administration. 

  



 
 

 

Appendix 1 

Information Asset Register 

Data type What is it 
used for? 

Where is it 
kept? 

Where is this 
hosted? 

How long 
is it kept 
for?  

Is the 
person 

aware we 
have this 

data? 

How is the 
person 
made 

aware? 
 

 
 
 
 
 

      

 

  



 
 

 

Appendix 2 

Sample Privacy Statements 

 

 

Recruitment 
‘In accordance with our duties under the General Data Protection Regulations, we will keep a copy of 
your CV for up to one year, after which point it will be permanently deleted. We will keep a record of 
your name and email address as a previous applicant for up to 7 years in case of potential future 
analysis of recruitment campaigns.  

 
 

Employee contracts 

We need to keep information about you for purposes connected with your employment. The sort of 

information we will hold includes information for payroll purposes, reference, contact names and 

addresses and records (including, for example, disciplinary records) relating to your employment 

with us. 

We will also keep information about your health for the purposes of compliance with our health and 

safety and occupational health obligations; considering how your health affects your ability to do 

your job and, if you are disabled, whether you require any reasonable adjustments to be made to 

assist you at work; or in relation to the administration and management of insurance, pension, sick 

pay and any other related benefits in force from time to time. 

We believe these uses are consistent with our employment relationship and with the principles of 

the Data Protection Act 1998 and the General Data Protection Regulations (GDPR). The information 

we hold will be for our legitimate management and administrative use only but we may, from time 

to time, need to disclose some information we hold about you to relevant third parties (e.g. where 

legally obliged to do so by the Inland Revenue or where requested to do so by you for the purposes 

of giving a reference). You agree to us keeping the information for these purposes throughout your 

employment and for at least 7 years following its termination. 

 


